Item 5

LONDON BOROUGH OF ENFIELD PENSION FUND — ADMINISTRATION - RISK REGISTER - FEBRUARY?2022

Risk
. . . - Level of |Project . . . Further action Review
Area Risk Register Rating |Likelihood| X : 1€t cause of Risk Risk Owner Impact Controls in place :
Risk work required date
S - | Impaeci - = = S = = S S =
Pension benefits not paid out %ZT;:I[ESE:A?DC?’TSSQ m?rg?sr?n‘%T:ge:ngl?ofg;:lg?n time Controls and checks in place to be
Pmcessmg of Benefits 2 2 4 No accurately or atthe righttime Pensions Administration Team financial and reputational  |Benefits are checked by another officer ﬁ?]n:rr;gresd o be reviewed to ensure 010312022
damage to pension fund  [and audit checks in place. :
Benefits not paid outto eligible tr_ﬂemb_elrrr]wté]ar:q cgtlislng All identified have been written to but a P}:}Jedlpla? in progrtesrs tg use .
Overage deferred records not paid 1 4 4 Mo members as not claimed by Pensions Administration Team [Lnonoa HardshiD. Fls Project plan in progress to find these extemal outscodrce 101ind missing 30/06/2022
g p b financial and reputational b ired members addresses. Systems
g member damage to pension fund members require Team to identify amount.
o ] ] Systems team to run future repors
c 3 } member not paid causing y _—— ;
@ | Over 75 benefits not paid - insert Benefits not paid outto eligible R financial hardship. Plus | oM 0ers identiied and payroll notfied - for 2021 to identif any future
m i 1 4 4 Mo members Pensions Administration Team financial and reputational involves low numbers butvigilance members reaching 75 this year 30/06/2022
lgures i i issi
g damage to pension fund required when reporting Mlss_mg member address tender
required
member not paid, could
PF not notifying member of AVCs cause financial hardship.  [Checks are completed and further Constant communication with
AVCs at leaving 2 3 6 Medium No held so they are either not claimed | Pensions Administration Team |Also financial and discussion is due with new client Prudential has been required to 31/02/2022
or forgotten by the member reputational damage to managers at Prudential ensure work is on frack
pension fund
Prudentail not notifying member of Reputational damage and
- AVCs held within the agreed complaints directto the Prudential have informed us thatthey  |To ask Prudential for proofto also
AVCs -Prudential annual statements 3 1 9 Medium No timelines so they are either not Pension Fund Fund regarding Prudentials [have informed the Pension Regulator |look at other AVC providers 31/08/2022
claimed or forgotten by the member poor senice.
4(_-"; A fi b it d " member not notified of Historical Members identifed -
i) \ggregation ot DENETIS - pre and pos Failure to offer linking of member - " benefits. Plus financial and [Project in place - new training and administration team working through
'E April 14 2 3 6 Medium Yes senices Pensions Administration Team reputational damage to review took placein August 21 both old and new cases as they 30312022
o pension fund appear each month
S e e e P20 e st e r curntyworing[ETE Y SSSTET e 35
McCloud review 2 3 6 Medium Yes review their data to ensure no one Systems Team reputational damage to ggold:ntlfymg members who may be in employers re data retention - esp 310812022
has lost out pension fund P hours previously held

Page 1




Area

Risk Register

|

Risk
Rating

Impaci - |

Likelihood

|

Annual Allowance 1 3
Lifetime Allowance [INCLUDE 1 3
@ PROTECTIONS]
©
2
[LE Triennial Valuation 2022 1 4
GMP - HMRC 1 4
ABS 1 3
Workflow aligning with SLAs and all 1 4
procedures captured
Correctly uploading factor tables 1 1
Event reporting 2 3
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Level of
Risk

damage to fund in the
event of any fine.

procedure for the procedure matrix

Project - . - Further action Review
1€l o ause of Risk Risk Owner Impact Controls in place .
worh g g g required g date g
. " . Tax implications for both . . . Andreas to produce project plan for
Yes ﬁ‘lt;;s;;g;??ed and notified Andreas Andrea member and member if Egﬁe?et;%m in place - actions leftta 2020 and involves Rebecca Moore in 01M1/2022
incorrectly notified o delivery
Tax implications for both All complex aueries are referred o risk Andreas to produce project plan for
Yes |All processed comrectly? Andreas Andrea member and member if owner plexq 2020 and involves Rebecca Moore in 01M1/2022
incorrectly notified delivery
Completion of the administration Incorrect benefits paid out. roiect team to be set up nearer the Risk ownerto outline project
Yes side ofthe triennial valuation in a Tim O'Connor Financial and reputational ﬁmje P timelines along with appropriate 0407f2022
timely manner. damage to fund. stakeholders.
Incorrect data on records
camslcedn owin e pament Tang e |F18 Cutofcata now recived om
Yes closedawn of GMP related work at Tim O'Connor respansibiliy af cases WORUSH project plan in place to work  [project plan in place 322022
the DWP. because we have not data ’
cleansed sufficiently.
Incorrect statements can
lead to members making
Yes Sent out correctly and in line with Systems Team with support incorrect financial Praoject plan in place - completed for Review in January for letters and 30112022
prescribed imescales from Tim O'Connor decisions. Causing 2021 also include online feedback survey
reputational damage to the
fund.
Waorkflow completion imescales are This could incur fines from
currently more generous and the Pensions Regulator. Projectto align all the workflows to
consequently out of sync with SLA " " Also impossible to plan SLA and Disclosure of Regs
Yes |timescales and with disclosure of ;;gtgzogzg:nmm supportffom resources when KPls Project plan in place timescales, this needs to be 322022
Regulations timescales this means giving a different slant on documented in test as steps within
our KPIs are reporting inaccurate wark the workflows.
data completionfoutstanding
Incorrect factor tables could
. . lead to incorrect payments . R .
No are _the correct factors in place in Andreas Andrea of benefits if anomalies are Project plan in placs - work s doubls Mone required at present 31032022
Altair? not ideniified by the checked by system team
Benefits Team
HWRC fines for both fund
. , and member. Reputational . System team to complete a written
No Capturing all area’s of work Andreas Andrea Project plan in place 31/08/2022




Area

Risk Register

]

Risk
Rating

Impact . |

Likelihood

|

Missing Addresses 1 3

End of year updating (LGPS 2021
B 3 3

scheme and employer data issues)
Data cleansing meeting TRP record- 1 3

keeping

Procedure matrix 3 3
Training matrix 3 3
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Level of
Risk

Project

worh

Cause of Risk

-

Risk Owner

2

Impact

2

Controls in place

2

Further action
required

Review

date

B

Could lead to personal data going to

Tim ©'Connor with support from

Mot having the ability to

Tender required to outscource
missing members addressesto a

members going on maternity leave
in autumm, new cover required

training is required and this
could leadto incorrect
calculations due to a lack

of knowledge

Mo Ell\n\fmngI address or benefits not the Systems Team cotntactthe mem;:ert;t Project planin place \racing agency. Systems Team to 310812022
claimed. notify or pay our benefits identify amount.
Year updating of Altair IT System.
Pensions Increase programme. .
Impact on both members . . . Mone required at present - a written
Yes ;;2 E?:;;ﬁggt:ﬁ:iﬁﬁmmi}:ﬂes R Andrea Andrea payments and incorrect Sr:l;]:;;gl:”;”;:ar::e‘e':ﬁrk is double process to be produced for new 3100312022
ABS ¥ sy systems team members to follow
ifincorrect. Member could be
wrangly paid.
Without a clear, consistent
a?: rrzlri\;eed;t:fcl‘:ﬁgn5|ng Establishment of a comprehensive
Establish a clear and consistent Tim ©'Connor with support from Eaﬂgnot be ctlmﬁdentthat suite of routine data cleansing
No data cleansing programme. both administration and errors will nat acour project plan in place processes as part of a full 31102022
Expansion of pensions dashboard. |Systems teams - Ny programme. Procedure to capture
Pension Regulator targets
N N this area of work.
will not be met causing
reputational damage
Without an up to date
procedure matrix it will be
rocedures all captured and up ta Tim O'Connor with support from ;E?Eﬁﬁ'ﬂ;ig?{?:twm = Team Leaders to routinely capture
Yes g te? P P both administration and g g Thi 1dlead Procedure projectin progress any missing processes and monthly 31/05/2022
e Systems teams procedure. This could ea reviews on updates
to cases been incorrect
benefits been paid, alzo
risk of reputational damage
Without an up to date
Up to date with all training work - 2 Frammg_g:attnx'l(t will b?]
new members in systems currently 'Sr:mgzsl:q :ngt ;?; ‘:'vnil‘s
No learning. 2 experienced admin Tim O'Connor ' unknown - risk owner to confirm update |to complete upto date training matrix 3110512022




Area

K

Risk Register

-]

Risk
Rating

Impac - |

Likelihood

2

Level of |Project

Risk worh

>

Cause of Risk

|

Risk Owner

Impact

2

Controls in place

Further action
required

2

Review

date

2

Without accurate and clear
dataitis impossible to
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= KPI - statistic's 1 4 4 No Accurate and up to date? Tim O'Connor planthe resources ofthe  |Yes ;2::‘?;?&:13””“&' update - new 31/08/2022
[} team. This has several
g risks
g To chase remaining Employers to
g Members may suffer if obtain a written discretions policy -
- . . " . Tim O'Connor and Andreas Employers have not been a|Project plan in place as part of arrange and visit remaining
?
= Discretions Employers 1 2 2 No Al admin auth discrefions mades Andrea clear discretions policy as  |employer specific work employers, i.e. attendance attown 3110812022
required. council meetings. Briefing paper to
outline this area.
Resourcing work and all .
X more planning in next stage
Capacity issues: 2 Senior members | other projects could be .
Staffing levels 2 3 6 No of staff going on matemity leave Tim O'Connor & Julie Barker hindered ar slowed down Yes in:::eﬂ\;pmem required - McCloud 30/04/2022
by lack of team members.
Action from Bulletin not
LGA Bulletins — bullet points being 1 4 4 No all action points addressed by Tim O'Connor, Andreas ;ﬁamrl‘}c‘glei?ﬂﬁiﬂ;i:i?for Bulletins are reviewed monthly, actions [To review at Monthly team meeting 23010612022
X - - h
actioned Managers? Andrea, Tracey Rogers members. Risk of required meeting
reputational damage
Member or other body
. wrongly notified of personal Annual refresher training before end
. . Everyone adhering to the new data - Training, procedures. Routine N -
Data Protection / Cyber trammg 2 3 6 No protgdion Tules? g All data. Heavy Fine from ICO remindgrg of 31/05/2021 required. Auditing of 311012022
plus reputational damage . cases on aroutine basis.
to pension fund.
3
= . o . ) ’ To ensure all administration reports
2 | Local Pension Board - administration Providing administration data to the ) Board members not being | Yes. Dates of meetings and also dates | .. .oy by the geadine given -
o 1 3 3 Yes Tim O'Connar able to access information [ofissue of papers to Committee . . 322022
0 papers LB atthe right fime members to be confirmed dates ofissue to the Committee to
g . be confirmed from Bola Tobun.
U]




Risk

Project . . . Further action Review
) Cause of Risk Risk Owner Impact Controls in place .
work required date
member could be paid .
Work received from all employers in establishment of procedure and
- incorrectly. Plus financial ) ; -
No atimely manner on a menthly basis Karen Bennett and reputational damage unknown - rigk owner to confirm routine maonitoring of performance 31/05/2022
which contains minimal errors to pension fund againsttargets
Reputational risk with
N Irr;tegr;asltlgrgﬂor:f?; rewsgfﬂﬂ‘ggﬁ:el Julie Barker with suppor from  (employers and lead fo Project plan in place as part of SJL:ngi;?aP lfeg:jsful‘lrsnzr\:méega‘ 3111202022
0 g 9 Y [Tim o'connor commercial issues employer specific work ’ g
manner. times
occurring
y Employer news|etter being worked
No lefters, newsletters, website, Tim O'Connor with support from|Members not been Yes on Active & Pensioner newsletter to 1110812022
emails, telephone calls clinics. all Pensions Team updated atthe right ime.
start work on.
Members reading incorrect ddit vt dad
N not up to date and new branding fo  |[Tim O'Connor with support from|information could leadto | Yes - project plan and review in place rs:mni:rnaln‘ggs ;ei :n?j iavéviisei 31052022
O |addtotne site Systems Team incorrect decisions been |t present g pag '
made information and year end information
Various Managers trying to cover Mot ha“é”g "‘EI ooourees to look at recording online
N both this role and their own Tim O'Connor with support from Icofver a 1equa ?Y' ting t Y presentations to be held on the 31/02/2022
0 Developing new online webinars for (the Pensions Team tg:::ﬂ;m:;?egﬁ?thggriom es website and sent as a linkto
scheme members t\meg peop g members
EPF indicated Fund would hold Tim O'Connor with support from|(Members don't receive the 11 online pension meetings - post
Y these in 2020 butthe pandemic the Pensions Team and with  [senvice and are not as well Yes issue ofAEll]Stu be setu v?ﬂth P 31/03/2022
es meant cancelling. These could be  |HR for online Pre-retirement informed as they should ook 1 P
introduced in an online facility Courses be. 0oking system
Members having issues \ -
accassng MSS and not secin enice and are ot 25 el |HS0 m placs o ook atwhen. |11 Song oullo Dserred Members
Yes 9 g Systems Team i das they should In p'ace tedt if | during February inviting them to sign 30/04/2022
the correct S{:reehs—has been informed as they shou pensioners inviled to see ifany similar ||| .04y pensioners during May
resolved but continue to watch be. 155U
Yes Increased risk of online attack due Julie Barker with support  |Fraud, reputational Yes Await results of AON cyber security 300402022

to pandemic

from Tim O'Connor and IT

damage

report

Area Risk Register Rating |Likelihood "e;;'k"f
= - Impaci - =
‘g Employer data provided on time 1 2
a
LIEJ Legal turnaround times for Admission 2 3

Agreements
Communications Quality Assurance 1 4
Website 1 4
7]
C
z
S Presentations/online 1 4
5
£
£
3 Pension Webinars 1 4
Member Self Service 1 3
Cyber security 2 3
=
5
(o]
a
w
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Main amendments to June 2022 annual review of Risk Regqister

Triennial Valuation

Training of new staff




